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DETAILED ACTION 

Response to Arguments 

1 . Applicant's arguments filed October 22, 2007 have been fully considered but they 
are not persuasive. With regards to claim 1 , Gennaro teaches all the limitations of the 
newly amended claim. Applicant argues that Gennaro fails to teach where Z is larger 
than N. However, it is only claimed that N is less than or equal to Z. 

2. With regards to claims 7, 14 and 28, Gennaro does teach that N is less than Z. 
The challenge questions that are selected to be asked at authentication are less than 
the number of questions asked at enrollment (column 9, lines 14-16). So N different 
types of data (questions) are used to authenticate a user, where N is less than Z. 

3. In response to applicant's argument that the examiner's conclusion of 
obviousness is based upon improper hindsight reasoning, it must be recognized that 
any judgment on obviousness is in a sense necessarily a reconstruction based upon 
hindsight reasoning. But so long as it takes into account only knowledge which was 
within the level of ordinary skill at the time the claimed invention was made, and does 
not include knowledge gleaned only from the applicant's disclosure, such a 
reconstruction is proper. See In re McLaughlin, 443 F.2d 1392, 170 USPQ 209 (CCPA 
1971). 

4. With regards to the combination of references Gennaro and Nakagawa, both 
Nakagawa and Gennaro are from the same field of endeavor, authentication. Therefor 
the combination was proper. 
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5. With regards to the combination of references Gennaro and Harris, both Harris 
and Gennaro are from the same field of endeavor, encryption. Therefor the combination 
was proper. 

Claim Objections 

6. Claim 7 objected to because of the following informalities: From the applicants 
remarks, and previous claims it appears that the variables Z and N were confused. 
According to claim 1 , the first authentication factors are of Z types and the second are of 
N, and N is less than Z. Claim 7 contradicts what is in the preceding claims. For the 
purposes of examination, it is assumed that the first authentication factors are more 
than the second authentication factors. Appropriate correction is required. 

7. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

Claim Rejections - 35 USC § 102 

8. Claims 1, 2, 7, 8, 10, 14 - 18, 28 and 29 are rejected under 35 U.S.C. 102(b) as 
being anticipated by Rosario Gennaro et al's US Patent 6,317,834 B1. Referring to 
claim 1, Gennaro teaches: 

a. Receiving Z first multi-factor authentication data of Z types (column 9, 
lines 1-6). 

b. Encrypting the first multi-factor authentication data (column 9, lines 33-35). 
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c. Storing the encrypted first multi-factor authentication data (figure 7A, 
#769). 

d. Determining if the second received multi-factor authentication data 
matches a subset of the first multi-factor authentication data of N types (column 
10, lines 16-19) a user being authenticated if the second authentication data 
matches the subset of the first authentication data (column 10, lines 23-25). 

9. Referring to claim 2, Gennaro teaches that one of the inputs is a biometric 
sample (column 9, lines 2-3). 

1 0. Referring to claim 7, Gennaro teaches: 

e. That the resource being accessed is a database (column 1 , lines 60-61). It 
is inherent that the system would be a computer and therefor have a processor, 
non-volatile memory, and a bus. 

f. Receiving first user authentication data of Z types(column 9, lines 1-6). 

g. Storing the encrypted first user authentication data (figure 7A, #769). 

h. Determining if the second received user authentication data matches a 
subset of the first user authentication data, (column 10, lines 16-19) the second 
user authentication data including authentication data of N types where N is less 
than Z (column 10, lines 16-19). The users biometric is used to confirm the 
identity of the user, but also an identifier (column 9, lines 56-58) is provided and 
answers to challenge questions (column 9, line 64-column 10, line 4). The 
number of challenge questions asked is less than the number provided at 
enrollment (column 9, lines 14-16). 



Application/Control Number: Page 5 

10/823,067 

Art Unit: 2132 

1 1 . Referring to claim 8, Gennaro teaches encrypting the first multi-factor 
authentication data (column 9, lines 33-35). 

12. Referring to claim 10, Gennaro teaches that one of the inputs is a biometric 
sample (column 9, lines 2-3). 

13. Referring to claim 14, Gennaro teaches: 

i. Receiving first multi-factor authentication data including a personal 
identifier (column 9, line 58), challenge answers (column 9, lines 64-67), and a 
biometric sample (column 10, lines 15-16). 

j. Decrypting the second multi-factor authentication data (column 3, lines 14- 
16) including Z types of authentication data where N is less than Z (column 9, 
lines 14-16). There are more challenge answers stored than are used for 
authentication. 

k. Determining if the first multi-factor authentication data matches a subset of 
the second multi-factor authentication data (column 10, lines 16-19). 

14. Referring to claim 15, Gennaro teaches: 

I. Granting access to the resource if the first multi-factor authentication data 
matches the subset of the second multi-factor authentication data (column 10, 
lines 23-25). 

m. Denying access if the first multi-factor authentication data does not match 
the second multi-factor authentication data. 
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15. Referring to claim 16, Gennaro teaches requesting the first multi-factor 
authentication data in response to an attempt to access the resource (column 1 , lines 
58-61). 

1 6. Referring to claim 1 7, Gennaro teaches that the first multi-factor authentication 
data includes a biometric sample (column 10, lines 15-16). 

17. Referring to claim 18, Gennaro teaches: 

n. Receiving second multi-factor authentication data (column 9, lines 1-6). 
o. Encrypting the second multi-factor authentication data (column 9, lines 33- 
35). 

p. Storing the second multi-factor authentication data (Figure 7A, #769). 

1 8. Referring to claim 28, Gennaro teaches: 

q. Requesting autonomous user authentication sub-system to perform user 
authentication (column 9, lines 56-57). 

r. Requesting a user to provide first multi-factor authentication data including 
a personal identifier (column 9, line 58), challenge answers (column 9, lines 64- 
67), and a biometric sample (column 10, lines 15-16). 
s. Determining whether to grant access to the resource based on whether 
the first multi-factor authentication data matches a subset of second multi-factor 
authentication data (column 10, lines 15-25) where the second multi-factor 
authentication data is encrypted and stored (Figure 7A, #769) the second 
multifactor authentication data including Z types of authentication data where N is 
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less than Z (column 9, lines 14-16). There are more challenge questions and 
answers in enrollment than are provided for authentication. 

1 9. Referring to claim 29, Gennaro teaches that the first multi-factor authentication 
data includes a biometric sample (column 10, lines 15-16). 

Claim Rejections - 35 USC § 103 

20. Claims 4, 6, 12, 13 and 19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gennaro and further in view of Katsuya Nakagawa's US Patent 
5,070,479. 

21 . Gennaro discloses all the limitations of the parent claim. Gennaro does not 
appear to explicitly disclose the processor being a microprocessor, or the two non- 
volatile memories being separated. However, Nakagawa discloses: 

t. That the processor is a microprocessor (column 4, 32-33). (claim 4) 
u. That there is a second processing unit separate from the first processing 
unit for performing authentication (column 15, lines 42-45). (claims 6 and 19) 
v. That the second non-volatile memory is physically separated from the first 
non-volatile memory (column 1, lines 20-24). (claim 12) 

w. It is inherent that if the second non-volatile memory is physically separated 
from the first non-volatile memory that it is also logically separated, (claim 13) 

22. Gennaro and Kanagawa are analogous art because they are from the same field 
of endeavor authentication. At the time of the invention, it would have been obvious to 
one of ordinary skill in the art, having the teachings of Gennaro and Kanagawa before 
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him or her, to modify Gennaro to include the microprocessor, and separate memories 
and processing of Kanagawa. The motivation for doing so would have been because a 
microprocessor is well known in the art, and that having separate memory and 
processing for authentication creates a more secure computing environment. 

23. Claims 3, 5 and 9 are rejected under 35 USC 103 (a) as being obvious over 
Gennaro in view of Walter Harris et al's US Patent 7,000,829 B1. Gennaro discloses all 
the limitations of the parent claim. Gennaro does not appear to explicitly disclose using 
the Trusted Platform Module or protected execution. However, Harris discloses: 

x. Using a Trusted Platform Module, and including the cryptographic engine 
(column 9, line 66 - column 10, line 4). (claims 3 and 9) 

y. Utilizing one of the specifications that provide protected execution (column 
10, lines 10-11). (claim 5) 

24. Gennaro and Harris are analogous art because they are from the same field of 
endeavor, cryptography. At the time of the invention, it would have been obvious to one 
of ordinary skill in the art, having the teachings of Gennaro and Harris before him or her, 
to modify Gennaro to include the Trusted Platform Module that provides protected 
execution of Harris, The motivation for doing so would have been that it provides a more 
secure and trusted computing platform (column 10, lines 10-11). Therefor it would have 
been obvious to combine Harris with Gennaro to obtain the invention as specified in the 
instant claims. 
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Conclusion 

25. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cordelia Kane whose telephone number is 571-272- 
7771. The examiner can normally be reached on Monday - Thursday 8:00 - 5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 





Cordelia Kane 
Patent Examiner 
Art Unit 2132 



